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detection method called BT-RN, based on metric learning, was proposed for small sample backgrounds. The

task-based meta-learning training strategy was used to optimize the model. The verification set was introduced into

the task and the similarity between the verification sample and the training sample feature representation was

measured to quickly accumulate experience, thereby reducing the model’s dependence on the labeled sample space.

The feature-level attention mechanism was introduced. By calculating the attention coefficients of each dimension in

the feature, the feature representation was re-integrated and the importance attention was assigned to optimize the

feature representation, thereby reducing the feature sparseness of the deep neural network in small samples. The

residual network design pattern was introduced, and the skip link was used to avoid the risk of model degradation

and gradient disappearance caused by the deeper network after increasing the feature-level attention mechanism

module.
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Table 2 Experimental setups
oAzt AARRE
HF FC-Net [y 7731
HF R R 2 1 7 1
TR R R 2 J7 Y
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INFEA [SYIESE
JTiERIH FEA

T CNN 772
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T VAT 175783
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TP Fl= 2 - Precision - Recall
TP+FN Precision+Recall
Horfr, TP FErRE A T 45 e LS b o o
FM 4R, TN oA I 45 R B SEbrr
B IEH LR, FN R BEA B F 45 2R 9 1R
R HSEBRAR R BT M, FP RoRFEAR
) T 25 SR g 158 7 I 24 i B AHL S R bR 25 N TR
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Table 3 Results of comparison experiments on small sample approaches

2-way 1-shot (MACC)

2-way 5-shot (MACC)

FEAKIR R A
FCnet"™ ARzl FERFEZ4PT BT-RN  FCnet™  AsERRY R4 BT-RN
Neris 86.67% 76.13% 88.21% 91.81% 89.16% 94.39% 95.82% 96.09%
Zeus 89.23% 78.34% 91.69% 94.47% 96.37% 88.28% 98.46% 99.63%
TU & Rbot 7. () K ) A 0] 25% 74% . o 53% 74%
CTU ##f 4k b 97.90% 91.61% 99.02% 99.25% 98.74% 98.40% 99.53% 99.74%
Virut 95% 75.73% 5.21% . 0] . () 7.77% 14% 7. 0]
i 92.95% 3% 85.21% 90.26% 98.28% 9 % 96.14% 97.22%
vg . () 45% 1. 0 95% 5. (] T1% 7. () . 0
A 93.36% 80.45% 91.03% 93.95% 95.64% 94.71% 97.49% 98.20%
1tade 50% 8% 7. () 5. () 7. o 7. o 7. ) . ()
Citadel 93.50% 92.78% 87.92% 95.03% 97.30% 97.24% 97.86% 98.61%
Blackout 87% 70% . 0] K 0] .55% 17% . o 50%
lack 91.87% 88.70% 84.16% 92.44% 93.55% 93.17% 98.02% 98.50%
. Storm 78.65% 80.22% 78.81% 85.01% 82.32% 97.00% 98.96% 99.46%
ISOT %
Walecdac o 0 79.21% . (] T7% . () 5.78% 79% . (]
lecd 82.88% 9.21% 94.13% 94.77% 93.66% 95.78% 98.79% 98.12%
Zy on 8 () 5 () 7. 0 T4% 7. (] A45% . () . 0
ki 94.93% 94.41% 97.43% 98.74% 97.60% 91.45% 99.31% 99.64%
vg 37% 7.07% o 0 . 0 . (] . () 59% 87%
A 88.37% 87.07% 88.49% 93.20% 92.89% 94.93% 98.59% 98.87%
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Table 4 Result of comparison experiments on deep learning models with small samples
MACC
FEAKIR FEARH /A
ViT?) CoAtNet™  LsTMM™!  CcNN' LSTM _CNNM''  BiLSTM_CNN!! BT-RN
400 64.63% 56.49% 64.86% 63.52% 60.15% 67.48% 93.20%(1-shot)
ISOT %4 4
2000 65.27% 62.63% 65.63% 76.82% 70.92% 68.82% 98.87%(5-shot)
400 57.37% 58.02% 68.63% 77.45% 76.92% 72.31% 93.95%(1-shot)
CTU ¥4
2000 59.18% 68.65% 62.63% 79.75% 79.85% 75.20% 98.20%(5-shot)
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FRURL T R AN W S BB AE NFE AR = RIS
. K 4 PR ER: T LSTM M7 E 7
AN (400 MUINZRFEAD) ~FI5HER) 2R 5 5,
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FKWILT LSTM KI5 iENINEEA (LA R B i
58, 1 BT-RN A]BEFEARYS 2 1 m 4 sl g, X
J& BT-RN T ix e 5 TR 5 2 2 ik R ] K
2 B0 T IR FE 2 31 D7 A TR/ SR A IR A U o
R T 70%, VLHH T IR 2 IR 5 K& 1l
GREAB G, BERNGA E S BASIRCRAE .
3.4.3 zAkgeh e
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(1) [FJEAS I SE 56
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i B4R 1SOT, BPLER K SLEe 45 T gt 2> 2 2|
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DRI PHPEREA . HAh B 5 3.3 R —3L.

TZARE IR S5 7R ISOT & L iltr
RFNRTBIREIM 25 T3k 5 o O BT-RN X 4jj
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EE B SR AP, AR AR Wi
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J1o TE/NFEARTIAEE T, BT-RN XJ AR A AE
DR 265 PRI RS 25 SR AE B 2R 58 1, 2-way 1-shot 25
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Table 5 Results of unknown type detection on the ISOT dataset in generalization ability detection experiments
I L 1 ISOT # #5257 TR T FEIEES F1
Blackout 95.79% 96.37% 95.17% 95.77%
Citadel 97.50% 96.61% 98.44% 97.52%
2-way 1-shot Storm 90.97% 92.28% 89.42% 90.83%
Walecdac 96.71% 96.89% 96.52% 96.70%
Zyklon 97.71% 96.98% 98.49% 97.73%
Blackout 98.23% 97.11% 99.41% 98.25%
Citadel 99.06% 99.22% 98.89% 99.05%
2-way 5-shot Storm 99.24% 99.48% 99.01% 99.24%
Walecdac 99.32% 99.07% 99.58% 99.32%
Zyklon 98.06% 97.61% 98.53% 98.07%
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Figure 12 Training loss curve on the ISOT dataset
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Table 6 Results of unknown type detection on the CTU dataset in generalization ability detection experiments
Ji R CTU H#la 1 R 2 GHIES FEfCIES F1H
Neris 93.92% 92.90% 95.10% 93.99%
Zeus 89.16% 90.99% 86.93% 88.91%
2-way 1-shot
Rbot 94.03% 92.01% 96.44% 94.17%
Virut 95.68% 95.10% 96.33% 95.71%
Neris 97.16% 98.04% 96.24% 97.13%
Zeus 93.45% 96.76% 89.90% 93.21%
2-way 5-shot
Rbot 99.13% 99.19% 99.07% 99.13%
Virut 97.46% 96.97% 97.99% 97.47%
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Figure 13 Training loss curve on the CTU dataset

R B S S Rz A .

FURSLES () B, A AR AR 1SOT i
AT BRI Sr, A FH LSS SR ER & CTU AT AL
Pl . AFTZRrSER R E N, TlgilgT
700 o ZAGRE IR SIS TR E ISOT HidlE & AN
CTU #4413k A7 85 2 i oK 2 B A I 5 2R
W12 7 . @ BT-RN X 75 5408 42 11 A S48 7 kA
LRGN AR BT, 455 B7R, BT-RN 7E 1-shot #
B NHERR N 90.85%, S-shot ¥ E FHEME N
94.73% . JUE S I 2R 5 IR A 1 HE A A
SKIREANE, BRI R R4F . @ BT- RN 7EF5 %L
PR A B AT RS2 AL RE T - TEUIZRBY B,
WEEPREERT P2P MUK Zeus 1B LI
A, (HENRMBGINT H—HdE g p2p
Y Zeus 1B NS LEREA, H MACC ERK ),
2-way l-shot W B FHIHERIZ Eik 86.40%, 2-way

5-shot LB T IIHERZR FIL 96.62%, RIBAITEAR
SPMCSEAI R RS - A TR sz AL

FELE (b) Hh, IR EE AR [ AR
HARLE . TOIIZRMIBHEREASK H CTU Hif 4 FiE
W28, TCIAR B R AR ) ISOT Hri 5 i
F g . oI 2B BUSE ] 700 /> episode #E4T
2237, JEIRAE 140 4> episode HEAT WA PP Al 15
A IZAGRE TR SE 5 AE CTU di 520 ISOT
Kot g BT BB AR A AR 2 Ak 8
JoR, LI VPG 25 R 5 AT se a4 e A AL
(D BT-RN % A< 148 77 0 28 K6 0 24 5B R 4F; @ BT-
RN BA5 RUFIIZI0RET T

4 HERIE

AR T — MR IR BE R P 4 5 e ST B
WARSS B /A I 7 i BT-RN,  J9fE = /4%

RT7 ZEENKMSCIE P ISOT HIBEM CTU iR i TEHERAR MR NLER
Table 7 Results of unknown type detection across data on ISOT and
CTU in generalization ability detection experiments
2-way 1-shot 2-way 5-shot
CTU #ils JE -
TR b LS FEEIES Fl{A A% GRS FEEES F1 18
Zeus 91.33% 91.81% 90.77% 91.28% 96.62% 97.98% 95.20% 96.57%
Neris 86.40% 87.63% 84.77% 86.17% 95.57% 94.14% 88.37% 91.16%
Virut 90.85% 91.90% 89.60% 90.73% 95.30% 96.13% 94.40% 95.26%
Rbot 94.83% 93.95% 95.83% 94.88% 91.43% 94.70% 96.53% 95.61%
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Table 8 Results of unknown type detection across data on CTU and
ISOT in generalization ability detection experiments

2-way 1-shot 2-way 5-shot
ISOT i 27
biIES LIRS FEIEES F1 18 HitIiES ki FEJCIES F1fH
Storm 84.43% 85.93% 82.33% 84.09% 89.26% 87.67% 91.38% 89.48%
Walecdac 84.36% 86.17% 81.86% 83.96% 88.33% 88.96% 87.52% 88.24%
Zyklon 87.69% 86.90% 88.76% 87.82% 92.79% 90.60% 95.48% 92.97%
Blackout 90.76% 90.04% 91.67% 90.84% 95.12% 94.88% 95.38% 95.13%
Citadel 90.36% 91.16% 89.38% 90.26% 95.07% 95.40% 94.71% 95.05%
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